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In the Beginning…

In a city called Edmonton there lived a municipal 
corporation. Not a backwards, archaic, messy corporation, 
filled with endless stacks of paper and strewn-about post-it 
notes, nor yet a perfectly organized, structured, 
data-centric corporation without a data management care 
in the world: it was a corporation that had evolved over 
time since 1904, and that means a lot of data.
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Data Management vs Information Management ?
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Data Governance Working Committee

i. Archives

ii. Business Solutions

iii. Corporate Access and Privacy

iv. Corporate Information Security Office

v. Corporate Records and Information 
Management

vi. Data Analytics

vii. Data Ethics

viii. Data Governance & Management

ix. Data Science & Research

x. Department (Business) Representatives

xi. Branch (Business) 
Representative

xii. Enterprise 
Performance 
Management

xiii. Enterprise Commons 
(ERP upgrade)

xiv. Geographic 
Information Systems

xv. Legal Services 

xvi. Technology Planning 
& Business 
Engagement



Silo City 

Seven attempts to 
establish a corporate 
body to oversee 
information governance



Enterprise Commons

Daily Electronic 
Time Entry 
System



Data Governance Steering Committee

 
● Service Innovation & Performance

● Office of the City Clerk

● Open City & Technology 

○ Data Analytics (BI)
○ Data Governance and Management
○ Data Science & Research
○ Geospatial Information Systems 

○ Corporate Access & Privacy 
○ Corporate Records & Information Management

○ Corporate Information Security Office
○ Other IT functions

Branch Managers:

● Human Resources
● Financial Services 
● Supply Chain Management



Data Governance Steering Committee



Data and Information

“Both will be of higher quality if they are managed together…”“Throughout the DMBOK, the terms [data and information] will be used 
interchangeably.”



High-Level Goals of Data and Information Management

● Accessibility

● Availability 

● Compliance

● Informed Decision-making  

● Lifecycle Management

● Privacy 

● Quality

● Security

● Value Add

● Well Governed 



Differences between DM and IM

● Data governance acts as the building 
blocks for the broader goals of 
information governance.
 



Policy



Data and Information Administrative Policy

● One overarching Data and Information Administrative Policy 
○ to identify strategic guiding principles and create cohesion across 

functional domains

● Benefits: 

○ A unified policy structure  

○ A demonstration of the importance of all of functional domains  

○ Improved understandability  

○ Increased awareness 



The Impact

A City that creates, uses, shares, and protects data and information as a strategic assets for the benefit of Edmontonians. 

● Open by default

● Managing the entire lifecycle

● Continually engaging stakeholders

● Using forward-looking and iterative practices and technology

● Establishing accountability and decision-making authorities

● Ensuring an integrated approach

● Balancing current and future requirements

● Aligning functional domains



Legend

Gold Exists as a policy instrument

Blue Exists (not as part of a policy)

Red Does not exist but recommended

Data and Information Admin Policy

Architecture Business 
Intelligence Governance Lifecycle 

Management Privacy 

Authoritative Policies & Legislation

Procedures, Standards, 
Guidelines, other 
policy/non-policy tools, 
etc. 

Analytical Tools Guidelines Auditing Standard Classification & Retention 
Schedule Standard

Data Obfuscation Standard 

Access

Freedom of Information 
Requests Guideline 

Open City Council 
Policy

Security 

Access Control Standard

Functional Domains 

Routine Disclosure 
Guideline 

Role-based Permissions 
Guideline

Information Technology 
Investment & Architecture 

Procedure

Cloud & On-Premise 
Storage Guideline

Application Backup 
Standards

Migration Standard

Data Origination 
Processes and Workflows

Privacy Breach Standard

Privacy Procedure Communications Security 
Standard

Compliance Standard

Cryptography Standard

Cyber Security Aspects of 
Business Continuity 

Management Standard

Cyber Security Incident 
Management Standard

Digital Asset Management 
Standard

Operations Security 
Standard

Physical and 
Environmental Security 

Standard

Supplier Relationships 
Standard

System Acquisition, 
Development and 

Maintenance Standard

Cyber Security Procedure

Protection of Mobile 
Sensitive Data Guideline

Release of Personal 
Information to a Law 
Enforcement Agency 

Procedure

Data Destruction 
Processes and Workflows

Data Archival Processes 
and Workflows

Information Disposition 
Procedure

Offsite Storage Transfer 
and Retrieval Procedure

Physical Record-Keeping
Procedure

Unstructured 
Record-Keeping 

Procedure

Data Modeling and Design 
Standard

Business Intelligence 
Procedure

Artificial Intelligence 
Guidelines

Data Science Procedure

Data Warehousing 
Standard

Predictive, Prescriptive, 
and Unstructured Analytics 

Standard 

Reporting Guidelines

Visualization Guidelines

Data Governance 
Accountability Matrix

Data Normalization and 
Cleansing Guidelines

Data Quality Standard 

Naming Standard

Data Usage Procedure

Legal Holds: Preservation 
of Records Relating to 
Legal Action Procedure

Master Data Management 
Guideline

Metadata Standard

Open Data Standard

Reference Data 
Management Guideline

Stewardship Framework(s)

Archives Council 
Policy 

 City Admin Bylaw FOIP Act Municipal Gov. 
Act

Data Collection/Creation 
Procedure

Administrative Policy

Access to Data and 
Information Standard



Information Technology 
Investment & Architecture 

Procedure



CoE Information Security Classification Levels

● Public 

● Internal

● Confidential

● Restricted

1. Corporate Information Management Glossary of Terms 

2.    Digital Asset Management Standard 

3.    OCDH Data Security Classification



Industry Scan



DGSC Approved Option

● ISO-based levels (Public, Internal, Confidential, and Restricted)  
○ Blended descriptions, availability, and examples

● Justification: 

○ ISO based  

○ Familiar to CoE Employees  

○ More meaningful to the public

● Risk Identification and Mitigation  

○ Uncertainty of definitions

○ Interoperability with GoA and GoC
  



Impact and Implementation

Information Technology 
Investment & 

Architecture Procedure



Cyber Security Audit

Management Response

In order to comply with this recommendation, Administration will:

● Integrate and standardize data classifications    

● Apply new classifications to existing data sets

Implementation Date

New classifications: June 30, 2023; 

Application: December 31, 2024

✅

Public 

Internal

Confidential

Restricted

Info Sec Class Levels

Recommendation: 

Classify all of the City’s data 



Classification and Retention Schedule



Function and Record Series



Function and Record Series
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Function and Record Series
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Function and Record Series



Using Classification and Retention Schedule to Satisfy Audit 

Problem Solution Result



Mapping Info Sec Class to Record Series 



Mapping Info Sec Class to Record Series 

Data Governance 

Working Committee

Open Data Working 

Group

Default Information 

Security Classification 

Reviewers

What

● Did initial 

mapping

 

Who

● CAP Office

● Data Analytics

● Legal Services

What

● Validated 

Mapping

Who 

● Data/Information 

SMEs 

● Department Reps

What

● Validated 

mapping

Who

● Branch Managers 

of the SME 

Branches 



Determining Record Series SMEs  



Initial Classification 

● Use

● Manipulate

● Share 

Triggers for Classifying  

● These are default information security classifications

● SMEs erred on the side of caution  



Followup Classification



Applying Information Security Classification



Applying Information Security Classification
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Summary

● Collaboration is everything

● More than just between DM & IM 

 

● In the end, the differences don’t matter

 

“Alone we can do so little; together we can do so much.” 



Thank You!

Questions?


