Handle with Care: Your Guide to Protecting Personal Information

A quick-reference guide for employees on the essential rules for handling personal information (Pll) legally and securely at every stage.
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at Every Stage

1. Confirm Legal INTENDED
Authority First PURPOSE
3. Use Only for the 4. Disclose Only When
Original Purpose Legally Authorized
Gather the least amount of Pll needed, Data can only be used for the Share the minimum amount of PII Pl (o8
directly from the individual involved. reason it was collected. required, and only when the law permits. '-"
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Before handling data, confirm g=
we have legal permission. ‘ 4"’
When in doubt, always ask. % y
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Protection & Prevention in Your Daily Work

The "Need-to-Know" Uphold 3 Types of Avoid Common
Principle is Mandatory Security Safeguards Privacy Breaches
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ADMINISTRATIVE PHYSICAL  TECHNICAL

(Policies) (Locks) (Passwords/Encryption)
Access Pll only if it is essential for your job. Protect data through administrative, Most breaches are caused by human error,
Accessing for curiosity is prohibited. physical, and technical measures. like emailing Pl to the wrong person.
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